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1. PURPOSE 
The purpose of this document is to provide a general description of the Document Retrieval Data Web 
Service. 

2. GENERAL DESCRIPTION  
With the significant expansion of the number of document types available to the internal user community 
there is a need to provide an application programming interface (API) for downloading accessible 
document types. The API provides extension systems with ability to access documents generally 
available through Grant Folder system. It is invoked via SOAP over HTTPS.  A valid account and 
password must be contained in the SOAP header. 

3. OPERATIONS  
There are three operations in the DocService Data web service: 

• getDo cumentByApplId 
o Returns document data for the specified Appl Id and Document Type.  
 

• getDo cumentByMetaData 
o Returns document data based on the specified Metadata elements. 
 

• getMetaData 
o Returns document Metadata for the specified Appl Id and Document Type. If multiple 

documents exist for the same document type then service returns metadata for all of them 

4. INPUT VALUES 
• getDo cumentByApplId 

o Input (case sensitive) 
*    Appl Id 
* Document Type 
Note: If more than one document exists for the specified Appl Id then first execute getMetaData to 
uniquely identify the document, select the Document Id from the Meta data list and then use it is 
as the Appl Id 

• getDo cumentByMetaData 
o Input (case sensitive) 

* Do cument Type  
* File Size 
* MIME Type 
* Label Name 
* Cre ated Date 
* Bookm ark Text 
* De scription 
* Doc ument ID 
* Appl ID 
*     Rpt Seq Num 
* I ssue Date 
* FSR ID 
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* Submitted Date 
* Acce pted Date 
*     Submitted File Date 
 

Note: See document metadata definition section for attribute details. 

• getMetaData  
o Input (case sensitive) 

* Appl Id  
* Do cument Type 

5. OUTPUT VALUES 
• getDo cumentByApplId 

o If only one document exists for the specified Appl Id and the Document Type then document 
Data is retrieved else an appropriate error message is returned. 

 

• getDo cumentByMetaData 
o Document data is retrieved as per the specified metadata elements else an appropriate error 

message is returned. 
 

• getMetaData  
o Document Metadata is retrieved for all documents existing for the specified combination of 

Appl Id and Document Type else an appropriate error message is returned. See Document 
Metadata Definition section for the attribute list. 

 

Note: Metadata parameters are returned as per the requested document type. Some parameters 
may have 0 or blank when no value exists in the system. 

 

6. DOCUMENT METADATA DEFINITION 
Attribute Description Mandatory 

Document Type Requested Document type abbreviation Yes 

File Size Document file size Yes 

MIME Type Type of the document Yes 

Label Name Document label name as displayed in the Grant folder Yes 

Created Date Document Created date Yes 

Bookmark Text eAddition document bookmark text as specified by the 
submitter 

No 

Description Document description or comments as specified by the 
submitter 

No 
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Document ID Unique Document identifier No 

Appl ID Application ID Yes 

Rpt Seq Num A number that uniquely identifies a pending/ completed 
document 

No 

Issue Date Latest Issue Date of the document  No 

FSR ID Identifier for an FSR document No 

Submitted Date Submitted Date for an FSR document No 

Accepted Date Accepted Date for an FSR document No 

Submitted File Date The Date on which document was submitted into the 
system 

No 

 

7. USE CASES 
• getDo cumentByApplId  

o An Appl Id (e.g. 123456) and Document Type (e.g. SS) is specified, the document data is 
returned. An appropriate error message is returned in case document data is not returned 

 

• getDo cumentByMetaData  
o All mandatory metadata attributes are specified, document data is returned. An appropriate 

error message is returned in case document data is not returned. 
  

• getMetaData  
o An Appl Id and Document Type are specified, document metadata is returned for all document 

/s existing for that combination. An appropriate error message is returned in case metadata is 
not returned.  

 

Note: System shall return; Appl Id for all supported doc types, Rpt Seq Num & Issue Date for ENG & 
NGA docs, FSR ID, Submitted date & Accepted Date for FSR docs and Submitted File Date for 
eAdditions documents  

8. ERROR MESSAGES/ VALIDATIONS 
 

• If Appl Id is not provided in getDocument() then following error message is displayed: 
The request is incomplete. See API specification for complete specification of the service 

• If Document Type is not specified in getDocument() then following error message is displayed: 
The request is incomplete. See API specification for complete specification of the service. 

 

• If the Doc Type is explicitly unsupported then following error message is displayed (Doc type is PID or 
PIB or ACL) 
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Document type: <DocType> is not supported 

 

• If the Doc Storage Type is a webpage then following error message is displayed: 
Document type: <DocType> is a web URL and is not supported 

 

• If the Doc Type is Not supported  in IMPACII Database then following error message is displayed: 
Doc type is not in the standard grant folder "90" or eaddition documents. 

Document type: <DocType> is not supported 

 

• If document URL is NULL then following error message is displayed: 
Document URL is null for document type: <DocType> 

 

• If document URL is NULL for IGI Doc Type 
Actual document URL is null for document type: IGI 

 

• If Error occurs when getting WEBSERVICE_MAX_FILE_SIZE from configuration then following error 
message is displayed: 

 

System cannot get WEBSERVICE_MAX_FILE_SIZE from properties file 

"Internal System Error”: Contact the System Administrator 

 

• If service request exceeds max file size limit then following error message is displayed: 
 

System determine that the document size exceeds the configured max size limit 

"The size of document (<docsize>M) is greater than the maximum size of: 
<WEBSERVICE_MAX_FILE_SIZE>M" 

 

• If no document is retrieved (or document size is 0) 
No Document retrieved for document type: <DocType> 

 

• If the user credentials cannot be authenticated then following error message is displayed: 
No valid user id and credential can be obtain during login process. 

"subject is null in getDocument()" 

 

• If failure occurs during document retrieval (EraSystemException occurs) then following error message 
is displayed: 

No document retrieved for document type: <DocType> Application ID: <Appl Id> 

 

• If Appl Id is null in getMetaData() then following error message is displayed 
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Supplied Application Id is null 

 

For any other errors that occur during processing (i.e. system encounters exception during processing), 
an appropriate error message is displayed: 

"<Exception message>"  

9. HOW TO ACCESS  
WSDL for Invoking the Document Retrieval Data web service – the SOAP header 
must contain a valid account name and password. 
  

• Staging -- https://soatest.nih.gov/eRA/infrsvr/eRADocService 
 

• Produ ction -- https://soa.nih.gov/eRA/infrsvr/eRADocService 

https://soatest.nih.gov/eRA/infrsvr/eRADocService
https://soa.nih.gov/eRA/infrsvr/eRADocService
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